	


Picking a Password





Selecting a good password is your first step for a secure system.  This means it’s not a real word.  It’s not something you could find in a dictionary!





The Unix spell(C) program uses a dictionary that has 	23,739 entries.  With some slight changes it’s easy to grow this word list to 250,000.  This may sound like a whole lot but it’s not.   It’s just a few seconds worth !!!





The hardware available today at your local electronics store is extremely fast.  Even the sub $1,000.00 system might surprise you.   








How quick is quick ?


	                             


Iterations


CHIP    /       Speed 	   Per Second


=============== ============


Pentium            90	           ~3,000


Pentium Pro   150             ~7,500


AMD K6        266	         ~10,000


AMD K6	        300	         ~12,000


Pentium II      233	         ~12,000


Pentium II      266           ~13,000


Pentium II      400	         ~20,000


Pentium II      450	         ~23,000


Pentium III     500           ~25,000





As you can see above, a Pentium III can munch through our original dictionary in less that ONE second.   It  can  chew through one quarter of a million in TEN seconds!








If someone is going to go after your password, make them work for it.





95 characters in this string 


char pwstr1 [ ] = "\rabcdefghijklmnopqrstuvwxyz


		 ABCDEFGHIJKLMNOPQRSTUVWXWZ


		 0123456789


		 ~!@#$%^&*()_+|{}:<>?-=[];,.\"'\\/ ";





63 characters in this string


char pwstr2[  ] = "\rabcdefghijklmnopqrstuvwxyz


		 ABCDEFGHIJKLMNOPQRSTUVWXWZ 


		 0123456789 ";





53 characters in this string


char pwstr3[ ] ="\rabcdefghijklmnopqrstuvwxyz		ABCDEFGHIJKLMNOPQRSTUVWXWZ ";





37 characters in this string


char pwstr4[ ] ="\rabcdefghijklmnopqrstuvwxyz


		 0123456789 ";





27 characters in this string


char pwstr5[ ] = "\rabcdefghijklmnopqrstuvwxyz ";











Some numbers for brute force password cracking.





passwd length		1			                          95


passwd length		2			                     9,025


passwd length		3			                 857,375


passwd length		4		                  81,450,625


passwd length		5		             7,737,809,375


passwd length		6		         735,091,890,625


passwd length		7	          69,833,729,609,375


passwd length		8	     6,634,204,312,890,625


passwd length		9	 630,249,409,724,609,375








passwd length		1			                          63


passwd length		2			                     3,969


passwd length		3			                 250,047


passwd length		4		                  15,752,961


passwd length		5		                992,436,543


passwd length		6		           62,523,502,209


passwd length		7	            3,938,980,639,167


passwd length		8	        248,155,780,267,521


passwd length		9	   15,633,814,156,853,823








�
This is our original alphabet.  As you can see it’s number are much smaller


that the previous two listings.





passwd length		1			                   27


passwd length		2			                 729


passwd length		3			             19,683


passwd length		4			           531,441


passwd length		5		            14,348,907


passwd length		6	                387,420,489


passwd length		7		     10,460,353,203


passwd length		8	         282,429,536,481


passwd length		9		7,625,597,484,987





If you are going to use words, leave out the vowels,  spell it incorrectly and add punctuation, spaces, or numbers.   Now that we have covered the stolen password file, don’t give your password away by using a hobby or significant date etc…





